Netzwerkanalyse

Christian Zahler

9,,Sniffer” zur Analyse des Netzwerkverkehrs

I Windons 2000 Server! Windons Server 2003 findet sich eine Light-Version | ~IP: Version = 4 (0xd)

e IP: Header Length = Z0 (0Oxl4)
des Programms ,Netzwerkmonitor”, R D S,

Hinweis: Die Vollversion ist im Systenzs Management Server enthalten), mit IP: Type of Service = Normal Service

dem der gesamte Netzwerkverkehr analysiert werden kann. Alle Header IP: Total Length = 335 (0x18B)

aller Protokolle konnen mit diesem Tool angesehen werden. IP: Identification = 27270 (0x6A86)
. . L . L ¢hIP: Flags Summary = 2 (0x2)

Alternative Tools waren zum Beispiel ethereal, fiir das aber ein eigener IP: Fragment Offset = O (0x0) bytes

Treiber (WinPCap) nachinstalliert werden muss. IP: Time to Live = 122 {0x20)

IP: Protocol = TCP - Transmission Control
IP: Checksum = OxFE3Z
IP: Source Address = 172.16.201.53

Netzwerk auswshlen

X
= Lokaler Computer Blob-Kernzei.. | Wett - 0K | IP: Destination Address = 195.3.96.106
ETHERNET, NDIS NPP. 86662052412 | IDAC TRUE IP: Data: Number of data bytes remaining = 375 (0x0177)
ETHERNET. NDIS NPP. [ [ 1ESP TRUE Abbrechen I
IRTC TRUE EF: _AP_.__ len: P
ISts TRUE Hilfe : Source Port = Ox0BLZ
|><mt THUE TCP: Dascination Pore = Hypervexe Transfer Provocel
ClassID {42588280-B0BF-11CE-B59F-0. __| TCP: Sequence Number = 2674931585 (0xABSCE3EL)
Dialup Connec... FALSE TCP: Acknovledgement Number = 1121837878 (Ox4ZDADEFT)
MacAddress 0002B34C1880 TCP: Data Offset = 20 (Oxld)
Mame NDIS NPP TCP: Reservad = 0 (Ox0000)
Curtentdddress  0002B34C1880 N;E:- ;hgs o “:}}3.}-_ -(39;-3&”]
v : Window = 6 (0%
Pl I LI E‘qu 16400 I LI_I TCP: Checksum = 0xCe39
TCP: Urgene Pointar = 0 (Dz0)
TCP: Data: Nusber of data bytes r = 355 {0x0163)
= p: GET Request (from client using port 20

HITP: Request Method = GET
HITP: Uniform Resource Identifier = /horde/imp/menu.php2?uenu=200

Microsoft Netzwerkmonitor - [\ETHERNET\NET 0002B34C1880 -10IX||  B1TP: Provecol Versiom = HTTP/L. 1
O Dotei Sammeln Extras Optionen Fenster ? —[8] || $HTTP: Undocumented Header = Accept: image/gif, image/x-xbitmap, image/jpeq, image/pipey, */*
= == I $HITP: Undocumented Header = Acceprt-Language: de-at
B =
| [Elmez=Ql 7| o || |5 <] 2] $HHTTP: Undocumented Header = Accept-Encoding: gzip, deflate

N =1 Eat verganger: '00:00:06 578125 B z:;;; gh:atuméhte: :aa:gr zsér—Ag!rR_: H;!l}ia/&,ﬂ {compatible; MSIE 5.01; Windows NT 5.0)
— : Undocumente eader lost: wuw.jetZmail . at
5 & 0 sy A $HTTP: Und d Header on: Keep-hlive 7
Rah Sekirdes 1 Broadcasts: 30 $HITP: Undocumented Header Cookie: chuckmnIMPlang=de; HordeSession=4a7f0a0932fcl2840e47c56463b33c|
men pio Sel 3
3 T - =] # Mullicasts: 6
# Bytes: 8853 . . . "
Eptes pro Sekunde 14 Rahmen yaroren: 0 Filter setzen, um nur bestimmte Protokolle anzusehen: [Ansicht] - [Filter]
=T — 2
o G0 T . Netzwerkstatus: Momal | 11 = -
Anzeigefilter : X |
Netzwe: 1[1->2]1< z 2 | -Gesammelte Statistik-
000283368423 |1 “BROADCAST =|| | #Rahmen 37 - Hinzufiigen -
000283368DC8 |5 “BROADCAST # Rahmen in Puffer: 36 ug
000283368655 1 "BROADCAST # verlorene Riahmen beim Pufferiberlauf: 0
0002834C33%F4 |8 USC INOOOT16 # Bytes: 8548
# Bytes im Puifer 8548
O0S08BSA3E30 |21 “BROADCAST % Puffer venwendel. 0
x # Rahmen vedoren: 0
‘ 5 -
Netzwer sse | Fshmen gesendet | Empf: = Flishmen | Bytes gesendet| Bytes empf: 1| Alahmen mit Ziel gesends icasts rde! B@dﬁi
*BROADCAST |0 30 o 7630 0 0 0
000283368429 |1 0 243 ] a 0 1
000283388DC8 |5 0 il 0 0 0 5
000263368655 |1 0 114 ] 0 0 1
005088549630 |2 0 188 ] 0 0 2 M
005088549630 |21 0 6332 ] 0 0 21
u%c INODO116 D 3 0 918 (] 0 ] ¥
< | »
[Netzwerkmonitor ¥5.00.2152 4

Microsoft Netzwerkmonitor - [Sammlung: 1 {Details)] =

J7) Datei Bearbeiten fnzeige Extras Optionen Fenster 2 -2l x|

S(E| 1 m|s| s EEE |t Fl@| sl o] 2|

Rahmen | Zeic | MAC-Quelladresse | MAC-Zieladresse | Procokoll [ Beschreibung -

1038 33.... LOCAL DODOB7836375 TCR A...., len: D, ceq:z674991585-28749¢ Alle
1033 LOCAL DODOB7836375 HTTD GET Remuest (from clisnt using port 2066 =z -
1040 OODOB7E36375 LOCAL K Iy — Llen: 0, seq:1lZ1637875-112Z161 4 | i »

104l OODOB7E36375 LOCAL HTTP Response {to client using port 2066}

104z OODOB7E36375 LOCAL HTTP Response {to client using port 2066}

1043 LOCAL DODOB7836375 TCR MR Llen: 0, seq: 2874991340-28749¢ Laden... | smche'n | 0K I Abbrechen | Hilfe |
1044 DODOBTEI6375 LOCAL HTTP Response {to client using port 2066}  —| — = el
1045 ... OODOB7836375 LOCAL HTT? Response {to client using port 2066} -

Rl | »

b e glovsdrock X

+IP: ID = OxgA36; Proto = TCP; Len: 235
TCP: AP, .., lem: 355, seq:z874991585-2874991940, ack:1171637873, win:l7376, src: 2066 dst: 80 Ausduck
PHTTD: GET Request (from client using port 2066)

| Protocol == TCP |

1 ;I_I b
pooon030 43 B0 CE 33 00 00 47 45 54 Z0 2F 65 6F 72 64 65 COA9. GET /horde -

00000040 2F 69 6D 70 2F €D 65 6E 75 ZE 70 68 70 33 3F 60  /imp/menu.php3to

TEigenschaft |

pooo00Sa 65 6E 75 3D 32 30 30 20 4& 54 54 50 2F 31 2E 31 enu=200 HTTP/1.1 [ Ab!i\-iellePlatnkulle Deaklivierte PI'Q(UkDHE Z
[POO0O0ED OD OA 41 &3 €% &5 70 74 2A Z0 &9 €D &1 €7 €5 ZF dEAccept: image/ — - L]
so000070 67 63 65 2C 70 63 D 61 57 65 2§ 78 7D 78 62 69 gir, image/r-xbi Name Beschieibung | Deaklivieren | [Mame [Beschieibung | E
00000080 74 6D €1 70 ZC 20 €% 6D 61 67 65 ZF 6 70 €5 &7 tmap, image/jpeqy - U .
ooo00S0  ZC 20 €8 €D 61 €7 &5 2F 70 A 70 £E €7 2C 20 ZA  , inage/pipey, * TCP: Intemet's TCP {T" = AARP: App1eTa|kAddles =
000000&0 2F 74 OD OA 41 €3 63 65 70 74 2D 4C 61 SE €7 75  /*iEiccept-Langu Aklivieren ADSP: AppleTalk Data S m
D00OO0BO 61 67 65 BA Z0 64 €5 ZD 61 74 OD Ok 41 63 63 65  age: de-atsBhcce E: AFF: AppleT alk File Prc
[poo0O0CO 70 74 2D 45 SE €3 6F 64 63 6E 67 34 Z0 67 TA 59 pt-Encoding: gzi AH |PAulhEn1iGabﬂn P
[000000RO 7?0 2C 20 64 65 €6 &C 61 74 65 0D 0O& 55 73 65 72 p, deflacerfElUser * ARP RARP | [ l' ﬂnp!n‘ m
Lel | r 2 z ntemet's F
[Ethemnet[a02.3 MAC Layer [F#: to39fii7z [off: 0 xd) [L: 14 (=) ASP: AppleTalk Sessior >
Alle deaklivielen] ATM: ATM topaology
ATMARP ATM Arp Protocal
= ATMMARS ATMMARS Protoc m
3T: ETYPE 3 _ Plle skiivieren | [ATMMCAST:  [ATMMCAST Protc
¢RETHERNET: Destination address : OODOB7336375 4 b ATP: AppleTalk T""’i:"r'J s
PETHERNET: Source address : 000ZB34CLl380 ..!.L__J L J
ETHERNET: Frame Length : 403 (0x0193%) u
ETHERNET: Ethernet Type : 0x0800 (IP: DOD Internet Protocol) 0K I Abblel:.‘henl Hilfe I

ETHERNET: Ethernet Data: Number of data bytes remaining = 355 (0xO0LlSE)
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